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INTRODUCTION 

This document provides guidance on deploying a Spine/Leaf VXLAN/EVPN fabric with NetEdit.  

NetEdit empowers IT teams to orchestrate multiple switch configurations with intelligent capabilities including search, edit, 
validation (including conformance checking), deployment and audit. Using NetEdit, the network admin can configure and 
validate multiple switches simultaneously, while specifying unique settings for each switch.  

Figure 1. Centralized L3 VXLAN Gateway Topology 

 

The Centralized L3 VXLAN gateway use case as shown in Figure 1 is described below: 

• A POD with 2 x spine switches (additional spines can be added to provide more bandwidth) and 3 x leaf switches 
(additional leafs can be added to provide higher port density towards servers) 

• The spine and leaf topology provides equal cost multi-pathing for traffic between leaf switches, traffic will load 
share from the leaf switches when multiple equal cost uplinks exist 

• One leaf switch functions as a border leaf to connect the Data Center (DC) POD to the DC core network (not 
mandatory, you can also use Leaf2 as the border leaf) 

• OSPF area 0 is used to provide loopback connectivity between switches for the data plane VXLAN tunnels and IBGP 
connectivity. IBGP AS#65001 is used for control plane MP-BGP EVPN peering. 

• Leaf1 and Leaf2 function as L2 VTEPs (VXLAN Tunnel End Point) to provide L2 overlay connectivity between leaf 
switches (e.g. 10.3.1.10/24 can communicate with 10.3.1.11/24 through the VXLAN tunnel between Leaf1 and 
Leaf2) 

• The Border leaf functions as a L2/L3 VTEP to route between subnets, provide VRF isolation and provide network 
connectivity between the POD subnets and the core network 

• Spine switches function as EVPN Route Reflectors (RRs) 

• Traffic between VRFa/VRFb is not allowed (e.g. 10.3.1.10/24 cannot communicate with 10.3.2.11/24 as they are in 
different VRFs), traffic within a VRF is allowed (e.g. 10.3.2.10/24 can communicate with 10.3.3.11/24 as they are 
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both in VRFb) 

• Traffic between VRFa/VRFb and the core network is allowed 

• A firewall can be added at the border leaf to inspect traffic entering or leaving the POD 

 

The IP address assignments and interface details used in this guide are shown in Figure 2. 

Figure 2. Centralized L3 VXLAN Gateway Topology with IP addresses 

 

 

1) INITIAL SETUP (OOB, INITIAL CONFIGS) 

In the DC, we recommend switches connect their management ports to an Out Of Band (OOB) management network as 
shown in Figure 2, this allows the switches to be manageable if there is an issue with In Band network connectivity. 

Figure 2. OOB connectivity 
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In order for NetEdit to manage each switch, initial configs should be added via one of these options: 

• Aruba CX mobile app 

• Console cable 

• Zero Touch Provisioning (ZTP) 

 

Sample Initial Configuration  

hostname LEAF1 
user admin group administrators password ciphertext AQBapUz+ 
! 
! 
ssh server vrf mgmt 
! 
! 
! 
! 
interface mgmt 
    no shutdown 
    ip static 10.6.8.19/24 
    default-gateway 10.6.8.1 
! 
! interface group 1 contains ports 1/1/1-1/1/12 
system interface-group 1 speed 10g 
! interface group 4 contains ports 1/1/37-1/1/48 
system interface-group 4 speed 10g 
! 
https-server rest access-mode read-write 
https-server vrf mgmt 

Once the switches are configured and physically connected, ensure NetEdit has IP connectivity to switch management IPs 
and add all devices into NetEdit  [Devices -> Action -> Add Device(s) or Add Multiple Devices] 
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You should now see all managed devices. 

 

 

2) MODIFY CHANGE VALIDATION SETTINGS 

To help with change validation, you can add or modify the change validation commands used by NetEdit. 

This is done in NetEdit  [Settings -> Validation -> Change Validation -> Command Scripts] 
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Enable and create the additional commands in NetEdit  [Settings -> Validation -> Change Validation -> Command Mapping] 

 

 

3) CONFIGURE FABRIC INFRASTRUCTURE (OSPF, MP-BGP EVPN) 

NetEdit Plan For Spine Switches   

Create a plan for the spine switches in NetEdit  [Devices -> select spines -> Action -> Edit Running Config] 
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Give the plan a name and “Create”. 

 

You should see the initial configs for your Spine switches (could be 2 or 4 or 8 spines) in NetEdit.  

The common configs across the switches are shown as “white” while the “blue” variables such as “HOSTNAME” and 
“A.B.C.D/M” have unique settings/values. 
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If you hover over “HOSTNAME” or “A.B.C.D/M” config (in blue), you can view the unique settings assigned to each switch. 

 

 

If you right click “HOSTNAME” or “A.B.C.D/M” (in blue), you will be able to modify the settings. 
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Add OSPF and loopbacks 

router ospf 1 
    area 0.0.0.0 
interface loopback 0 
    ip address 10.2.0.101/32 
    ip ospf 1 area 0.0.0.0 

 

And right click to modify loopbacks assigned to each spine 
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Configure downlinks towards leaf switches  

interface 1/1/1 
    no shutdown 
    ip address 10.1.1.1/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
! 
interface 1/1/2 
    no shutdown 
    ip address 10.1.1.5/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
! 
interface 1/1/3 
    no shutdown 
    ip address 10.1.1.7/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
 

And right click to modify IPs for each downlink 
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Add IBGP EVPN peering towards all leaf switches 

router bgp 65001 
    bgp router-id 10.2.0.101 
    neighbor 10.2.0.1 remote-as 65001 
    neighbor 10.2.0.1 update-source loopback 0 
    neighbor 10.2.0.2 remote-as 65001 
    neighbor 10.2.0.2 update-source loopback 0 
    neighbor 10.2.0.3 remote-as 65001 
    neighbor 10.2.0.3 update-source loopback 0  
    address-family l2vpn evpn 
        neighbor 10.2.0.1 activate 
        neighbor 10.2.0.1 route-reflector-client 
        neighbor 10.2.0.1 send-community 
        neighbor 10.2.0.2 activate 
        neighbor 10.2.0.2 route-reflector-client 
        neighbor 10.2.0.2 send-community 
        neighbor 10.2.0.3 activate 
        neighbor 10.2.0.3 route-reflector-client 
        neighbor 10.2.0.3 send-community 
 

And right click to modify router-id  
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Finally, select “RETURN TO PLAN” -> “DEPLOY” -> “COMMIT” to push down and save the desired configs. 

  

 

NetEdit Plan For Leaf Switches   

Create a plan for the leaf switches in NetEdit  [Devices -> select leafs -> Action -> Edit Running Config] and name the plan. 

 

Add OSPF and loopbacks 

router ospf 1 
    area 0.0.0.0 
interface loopback 0 
    ip address 10.2.0.1/32 
    ip ospf 1 area 0.0.0.0 

And right click to modify loopbacks assigned to each leaf 
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Configure uplinks towards spine switches  

interface 1/1/49 
    no shutdown 
    ip address 10.1.1.0/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
interface 1/1/50 
    no shutdown 
    ip address 10.1.1.2/31 
    ip ospf 1 area 0.0.0.0 
    ip ospf network point-to-point 
 

And right click to modify IPs for each uplink 

 

 

Add IBGP EVPN peering towards all spine switches that function as EVPN RRs. 

router bgp 65001 
    bgp router-id 10.2.0.1 
    neighbor 10.2.0.101 remote-as 65001 
    neighbor 10.2.0.101 update-source loopback 0 
    neighbor 10.2.0.102 remote-as 65001 
    neighbor 10.2.0.102 update-source loopback 0 
    address-family l2vpn evpn 
        neighbor 10.2.0.101 activate 
        neighbor 10.2.0.101 send-community 
        neighbor 10.2.0.102 activate 
        neighbor 10.2.0.102 send-community 
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And right click to modify router-id  

 

Finally, select “RETURN TO PLAN” -> “DEPLOY” to push down configs. 

 

Verify Change Validation  

You can click on “Change Validation” to verify if BGP peering works as expected. 

 



 
 

 VALIDATED REFERENCE DESIGN GUIDE 
DEPLOYING A SPINE/LEAF VXLAN/EVPN FABRIC WITH NETEDIT 

 

Check if OSPF works as expected 

 

And to validate config changes.  

 

After validation, you can choose to “COMMIT” to save the desired configs or “ROLLBACK” to revert configs before the 
configs were deployed and make further desired changes. 
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4) CONFIGURE TENANT INFRASTRUCTURE (VRFS AND VXLAN) 

NetEdit Plan For Leaf Switches   

Create a plan for the leaf switches in NetEdit [Devices -> select leafs -> Action -> Edit Running Config]. 

Give the plan a name and “Create”. 

 

Add required VLANs on leaf switches 

vlan 11-13 
 

 
From the left device pane, select only the border leaf to configure the VRF and external facing interface, the route target 
policy will import routes from VRFa (65001:1) and VRFb (65001:2). 

vrf Core 
    rd 1:3 
    address-family ipv4 unicast 
        route-target import 65001:3 
        route-target export 65001:3 
        route-target import 65001:1 
        route-target import 65001:2 
interface 1/1/47 
    no shutdown 
    vrf attach Core 
    ip address 10.1.1.12/31 
router bgp 65001 
    vrf Core 
        neighbor 10.1.1.13 remote-as 65002 
        address-family ipv4 unicast 
            neighbor 10.1.1.13 activate 
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Select the leaf switches facing the servers and enable LAG. 

interface lag 10 
    lacp mode active 
    no shutdown 
    no routing 
    vlan trunk allowed 11-13 
 
interface 1/1/52 
    lag 10 
    description [To Server] 
    no shutdown 
    no routing 
    vlan trunk allowed 11-13 
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Configure VXLAN on all leafs and modify the source IP for each leaf 

interface vxlan 1 
    source ip 10.2.0.1 
    no shutdown 
    vni 11 
        vlan 11 
    vni 12 
        vlan 12 
    vni 13 
        vlan 13 

 

 

Configure EVPN on all leafs  

evpn 
    vlan 11 
        rd auto 
        route-target export auto 
        route-target import auto 
    vlan 12 
        rd auto 



 
 

 VALIDATED REFERENCE DESIGN GUIDE 
DEPLOYING A SPINE/LEAF VXLAN/EVPN FABRIC WITH NETEDIT 

 

        route-target export auto 
        route-target import auto 
    vlan 13 
        rd auto 
        route-target export auto 
        route-target import auto 

 

Configure VRFs and default gateways only on border leaf3, the route target policy will import routes from Core (65001:3) 
into each tenant VRF 

vrf VRFa 
    rd 1:1 
    address-family ipv4 unicast 
        route-target import 65001:1 
        route-target export 65001:1 
        route-target import 65001:3 
vrf VRFb 
    rd 1:2 
    address-family ipv4 unicast 
        route-target import 65001:2 
        route-target export 65001:2 
        route-target import 65001:3 
interface vlan11 
    vrf attach VRFa 
    ip address 10.3.1.2/24 
    active-gateway ip mac 00:00:00:00:01:01 
    active-gateway ip 10.3.1.1 
interface vlan12 
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    vrf attach VRFb 
    ip address 10.3.2.2/24 
    active-gateway ip mac 00:00:00:00:01:01 
    active-gateway ip 10.3.2.1 
interface vlan13 
    vrf attach VRFb 
    ip address 10.3.3.2/24 
    active-gateway ip mac 00:00:00:00:01:01 
    active-gateway ip 10.3.3.1 
router bgp 65001 
    vrf VRFa 
        address-family ipv4 unicast 
            redistribute connected 
    vrf VRFb 
        address-family ipv4 unicast 
            redistribute connected 

 

Finally, select “RETURN TO PLAN” -> “DEPLOY” to push down configs. 
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Verify Change Validation  

You can click on “Change Validation” to verify if the VXLAN tunnels are up and peering. 

 

Check if LAG works as expected 
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Check MAC addresses learnt 

 

And to validate config changes.  

 

After validation, you can choose to “COMMIT” to save the desired configs or “ROLLBACK” to revert configs before the 
configs were deployed and make further desired changes. 
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